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Windows Telecommuting

NIEHS Desktop support offers some Telecommuting information at this URL:
http://www.niehs.nih.gov/Isp/userquid/telecom/pc/pcvpnhub.htm

Citrix Objectives
The telecommuter will be able to:

. Log on and off a Citrix session

. Navigate the Network Neighborhood to locate your office computer or a
server

. Navigate and identify drives, files and documents on your office computer or
server

. Use the standard programs included in the Citrix environment to locate,
open, modify, create or save a file.

. Transfer files between the office PC and telecommuting PC
. Print a document to the local computer

What is a Citrix Session?

We begin with a physical separation between two computers

A
v

Telecommuting

Problem:
a. Slow
b. Must work with separate versions of document on each computer
c. No advantage of central storage.
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) Citrix server
Solution:

Citrix
Desktop

Telecommuting

Office

The Citrix Server has its own desktop it will assign to you.

When you log on from either location the Citrix server will show you this desktop

Citrix server

Citrix =i
Desktop '

P——

Telecommuting Office

Here is an example of what a Citrix session looks like.

The Citrix Window
appears on your desktop.

The Citrix server creates this
desktop. It is not your office
computer nor is it the
telecommuting computer

This Citrix server remembers you and
allows you to customize the desktop.

i s DA EEEES

i B el o e e
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Limited Programs

From the Start Button on the Citrix desktop, select Programs.

The programs available are what the Citrix session provides. This is not the
same as what you have on your telecommuting or office computer.

Advantage:
a. Faster than running the program from your office computer

b. Will save to your Data folder located on the Network Attached
Storage (SAN) server.

Log on and off a Citrix session

3 methods to start the log on process

First method: NFuse

NFuse is a web interface for accessing a Citrix published application. It
requires a plug-in available for download on the Citrix Server. Systems
that do not already have this plug-in installed will see a Warning Notice on
the Citrix Nfuse Message Center screen, as well as a link to download and
install the file.

The easiest way is to use Citrix Nfuse is through your web browser at the
following link: https://citrix.niehs.nih.gov/. (Warning: you can not press a
back arrow to return here once you are on the NFuse page). Once you go
there you will see the following: .

1. NFuse Login Page will appear, enter your username, password, and
domain (Domain is NIEHS)
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ENI"Fuse

e Applications

2. After your successful login, the following screen will appear (screens may
vary upon user privileges)

-

3. If you click on "Citrix Applications" you will be presented with following
screen (Screens may vary upon user privileges)
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If you open the "Citrix Desktop" folder you will see following screen
(Screens may vary upon user privileges)

Click on "Citrix Desktop" and a new window will open and you will be
logged into the Citrix Desktop. Click "Ok" to continue.

The "ICA File Security" Window will appear. Select "Full Access" and
"Always ask me once per connection” and press "Ok".
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ICA Clieml File Sec ity
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From the Citrix Desktop you can access Outlook, Office, web browsers
and other programs. The Outlook profile will need to be set up the first
time you use it.

Second method: Desktop icon

Locate the desktop icon that launches your Citrix session.

HIEHS [

Double click icon

Third method: Programs

Select the mgtart_ button, choose Programs, slide over and select Citrix ICS
Client and Citrix Program Neighborhood

= irkcha .
b ReaberFodd b
& o I rcromét Prapct
1 saaph ¢S TedtuFm @ 08 Chent Help
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Log on process starts )
et et R

1. At this point, a window appears indicating ﬁ.
that your computer is connecting. Ciee)

2. After a few moments the Citrix window will appear containing the
Notice to Users message.

[T m gl 1 ey crmpyen grom l"dﬂ-.lh-ﬁn-ﬂﬁr-
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3. Read the message and click OK.

4. Now the Sign-in window will appear. FOTEE———— 0 =
@
a. Fillin Username (same as email) Nﬂghbﬂfbﬂﬂd
b. Fillin password (same as email) T
c. The domain is NIEHS Wiriwa |
v (=
P |

5. When all information is present press
OK. L =

e T S
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The Citrix desktop now appears

Ef v - Cibries PCA Chent

FET e T - HZata

NOTE: The Citrix desktop is NOT the office computer’s desktop. It will not look
like the desktop you are used to seeing. This is normal. For more
information on this desktop see above on page 1

Now that the Citrix desktop is open there are some necessary skills for using the
environment.

Make sure you have all the information you need for your specific situation. See
checklist in Appendix A.

Locating files on your Telecommuting computer

1. Double click on the My Computer icon.

2. The window that opens displays the drives on your telecommuting
computer

Fie ER Ve Favomes Tods Heb [ o |
e . e e p— =
[Eed - =0 - B | Qhsearch [hrokders |10 T X o | - |
| Adress [ vy Computer =] o |

= = = =] Home + | Type | Total Size |

L@ L 288 on 'Chant’ (A:)  Mebwork Drive

[ EC8 on 'Chent’ (i) Mabwork Dvive 4,00 GB

My Computer SP08 on'Chert’ (D) Nebwark Drive 14.9 GB

P64 on'Chent' (1) Matwark Drive 4.60 MB

Seldact an ibem bo view its EHm'Clent‘{F]  Nebwark Drive 23 M8

Chafplion, EPtrairing on ‘atoz’ (... | Netwark Drive 1.00GB

Displays the fles and Folders on _r'_"lIdeﬂard Syshem Folder

your compites

See also: |4 | i
[7 obgect(s) S My Computer &
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3. The drives correlate directly to the drive letters on
your telecommuting computer. A

The A drive (floppy drive) on your computer will be

| oo

S on Deent’ (i)

Hebmork Driree
Hebmork Drrae

o4 on Dent' D) Mebwork Drive
TEfon Chent' (E:)  Hebwirk Drive

the A$ on ‘Client” (A:) on the Citrix My COMputer  Saegon'chert (] Hebwoek Drive
window. training on 'skoz' [, hetwork Drive

] Conkrol Pansl

4. Double click on a drive to open and look for a file

5. You use your normal method of navigation to locate the file.

Locating Files on your Office Computer

Share a Folder

Seatan Folder

Before you can access a folder on your office computer’s hard drive, you must

share it.

Note: You may ask your CSP for assistance in sharing a folder.

. Using Window Explorer or double clicking on My Computer
locate the folder you wish to share.

. Right click on the chosen folder.

. At the bottom of the menu that appears, choose Properties

[ T

. In the Properties window select the Sharing tab — Py
. . . . | ek T i b b ey e
. Activate sharing by selecting the Share this i

¥ Du pn wass i bobiss

e ek S

Folder button. W fpeas e i
[rmp— I'd.-.-nu.q.
. Change the share name if needed. Note share Coeemt |
name on check list; see Appendix A. Uil e e
o] ]
. Choose the Permissions button — i e |

T o comingus werwgn ra e ma0 b
iy b e Sk Comderng _ ey |

T o | cem

| o
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10

8. On the Permissions window choose ADD.

9. At the top of the Select Users or | bt e D
Groups window, Click on the = —— s Wimm |
black triangle to the right of the Look . Lebee B
in: field and select NIEHS. - el -

g e 1l

10.Locate and select the name of the opannd i o
person you wish to give access to the AGd | o
folder. |'-1-' SIEELE:

11. Click the Add button. e

12.Repeat for each person.
13.When finished adding press OK

14.The Permission window reappears with the individuals you have added listed in
the top section.

O N 1 -
15. Select them and decide the level of permission . —
they will be granted. 0 (==l say —
Full Control Read, write, create and delete
P oy E T
Change Read and write g g O
sl B 0O
Read Can’t make changes
16.When finished assigning permissions, click OK
17.Click OK again. —

18.Now the folder icon will have a hand holding it, signifying it is a shared folder

gl Telecommuting
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Locate Files on Office computer

There are two methods to locate a file: one quick and one long
Quick Method

To use this method you must know the address of your computer. See Appendix A

1. From the Citrix Desktop click on the start button. #start

2. Slide up and choose RUN.
3. This brings up the Run Window

4. Type in the address of the folder you wish to see.

The address is composed of two parts ron 2%
f docLEnt
[. \\server name or \\computer name i | mm;’&mm:mﬁ.
In the figure to the right dirpcsvr is
R e rimacocr anie =
the name of the server pen =
[I. \folder on server [ o | cown | mowse. |

In the figure to the right \macpc is a
folder on the server and \training is
a folder inside of the macpc folder.

5. Click OK to retrieve the folder or file

The long method (used if you don’t remember the proper address)

1. Double click on the Network Places

B L pe= Ppobs  es e

icon. SCARL T e— c¥ oo O
I s e
2. In the next window double click Entire a- F"ﬂ E_
Network My Mebwork Places | P

11
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If at any time a window appears and doesn’t show any icons.
Look to the left section of the window and click on the entire
contents choice to view the icons

12

In the Entire Network window open

the Microsoft Windows Network.

rMicrosolt Wissdsws Metwork

I

Microsoft
Winda, ..

O [ Yww Freaim Jook
Gt - - )| s ByR
hﬂﬂllitm-emml

15 rhes ik 2 bina 18 2= e tharen
it e Soedargtion

. The next window will show all the available Groups on the network.

. Choose the group that contains the computer you want.

Bl Bt Wew Fyeoites ook Hep -
depack v o0 v (i) iteach rddens 309 0 X e | ED-
Bedrens: [ phes it Wrncknws Mistrasrh 3 G0
=1 - [T | Costiesnd =
UFL L ik ort_tome
T E Dol i
Microsoft Windows
Mebwork ahiv
Lhre_eip
D F e
A
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The next window will show all the individual computers available in that group.

Pz [t ¥ow Pgeobes Toos  Helb -
o= ek - () | Psaach PFckiers F 15 00 X e | [O-

- = hiarve | Connment =]
'—5_‘5!' I | B rinoradack

Blrp

Dir Bl D4R, SV51.2 Server

- : 10 L Chall [Pkl

0, D PR f

“omesant; 101[5273 Dell (Fiekd) — - il [

6. Scroll down and double click on the computer you want to open.

7. Once inside the computer, use your normal method of navigation to
locate the file.

Transfer files between office/telecommuting computers.

There are two methods for transferring files.

Method 1:

Method 2:

transfer the file to a floppy, zip, Jaz, CD-R, etc. Manually
carry it from one computer to another

Copy from office computer to telecommuting computer
directly or vice-versa.

1. See instructions for locating a file or folder on the telecommuting
computer above on page 8.

Once the window displays the desired file or folder, leave it
aside and locate the file or folder on your office computer.

See instructions for locating a file or folder on the office
computer above on page 9.

With both windows open (telecommuting and office computer)
you are free to drag and drop files and folders.

13
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Printing a Document

Print at present location

In the Citrix session, the default printer of the computer you are using will
become the default printer.

Within all applications on Citrix, use the regular method for printing.
The print window will show you all the printers that you have available on the
computer you are presently using.

Print at office

Connecting to a printer in the office from the telecommuting computer

1. You need to know the name of the target printer (see Appendix A)

i i .
2. From the Start button ’iﬁtart_l in lower left of screen, choose RUN

3. Inthe RUN window type \\Heti\printername
4. Click OK
5. Follow the prompts for installing the printer driver.

When completed the new printer will be available from any Citrix application.

14
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Timbuktu Pro

Timbuktu Pro Objectives:
The telecommuter will be able to:

»= Open Timbuk2 and connect to target computer

= Access programs that are on the office computer
» Open and transfer file between computers

» Connect to office printer

Open Timbuktu Pro

Method 1:

1. Double click the desktop short cut.

Method 2

Windows:
start| -
1. From the Start button : -1in lower left, select Programs, Timbuktu

Pro, Timbuktu Pro.

N 5 Accessones v
T (5 Flehokee Prod1
E] T Documents ¥ (3 CoiCAClert  *

Timbaaktu Fr

15
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Open Connection

After starting the program, the main window will appear

Windows:

Address Book:
Contains the connection profile
for the office computer

1. Double click the connection
that you wish to activate.

The log on window

B Edl Yew Bohp Pavies Cooneckas Help

§ o EE oo [f1 &

Gend  Eshangs Condod  Dhwetey  Hodp

B || %

Eddiea Book: | pet: ool

B

Dhat  Indsmodn

= Efm sl X

[ Serios | Cowpuisbiwns | eddest | ce

Chaares TEZ_ 2 Ciarsa Trabradhianlia Ohxmrea - Do S priar
i | 2]
1 el g] cderbad

The log on window will appear. This window determines how you will connect

with the target computer

Decide which method: Ask Permission or Trusted.

Ask Permission

If you choose Ask Permission, you must wait for the person at the target
computer to give you permission to access the computer

e oosspusken ‘e pecare. Fou o

& sk D il | i b bl P ) )

7 Logr o Hrpeend s o sy e 4 o gl g el
I
I

Dt )

e | o

Windows

While waiting you will see a window similar to this:

16
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Timbuktu Desktop

|~ [ ceanacu

[Fpew = Syprin Girw

Fabder List

ﬂ‘ Publicatian Speci
E Foftware Licease
ﬂ Wab Commictas
B sasame
£§ semtIums
Q@ Turks
“ Wb Forms
- ﬂ- Mailbes - Srasls.Exic
w  [E] cabandar

3] test

-
| R

Windows

Once the target computer allows access, the Timbuktu desktop window appears.

Trusted/Registered user

For the trusted choice you will be asked for a user name and password.

£ 1 b i o o e

% Login.an Fegiioted s bees et it gre & arne ard pstoad]

Windows

Once you have accessed the machine, a window will appear showing the

Timbuktu desktop of the target machine.

17
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Timbuktu Desktop

[ Fipewr = Euprint Bt

Febder Lisd
B Publicstian Speci
q Fofrwars Licassa
q Wab Committas
B sasimp
ﬂ Eant [tams
ﬂ Taski
“ Wab Fores
- ﬁ Mailben - GTasle.Enc
v [F] caindar

=] et

= [ ceanices ”’Jﬂ
i

Windows

Within this new desktop you can operate the office computer (target computer)
the same way you operate it when physically at the office

18
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Actions available with Timbuktu Pro

Action buttons
The following actions are activated by buttons: control, look and exchange.

B e U e [eeaes

W O W (] §

Win: Action buttons e | |8y |
along top of program s - = = i k|

window

u L2

How much access?

Control  allows you to move the cursor and perform regular actions on the
office computer

Look allows you to see everything on the Office computer, but you
cannot perform any action.

Exchange Transfer files from one computer to another.

e — o=
e e

Tamr=e mng Cr=mprm

w2 O 3 mlo|E

[ Daamiit] @l g, _ | AR

o] ] WA
L] ] AR

1. Navigatetofindthe) —iio. .55

file(s) and folder(s)-) (=~ v

[ R e

i [ S5 3] el E

J hirms e N L=
2. Drag the files from  [Srsram " Dosras oo
one window to the g I S e i

4 ¥
other to copy. le———ud 2

] i

Windows

19



Windows Telecommuting

Printing.

Print document from within the Timbuktu desktop exactly as you would if you
were in the office. The chosen printer at the office prints the document.

You can change the printer choice using the usual method within the Timbuktu
desktop.

20
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VPN
Virtual Private Network

Connect using VPN

Step 1: Launch the VPN client.

This should be an icon on your desktop. Contact your CSP if the
icon is not present.

The VPN client can also be found by going to the START menu
and choosing ALL PROGRAMS.

Step 2: The Connect window will appear. It should be configured to NIEHS.

TP e LU A - e U limd s A 8 e
Press Connect.

Step3: The Connecting Status window will appear

21

FTIET ST | L R =TT



Windows Telecommuting

Step 4: Log In window. Use your regular User ID and Password

[

I'hl ol et b P e PR

Click OK

Step 5: The Warning window appears.

Click Continue

22
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Step 6: You are now connected to the NIEHS network. Use your
computer as if you were physically at the institute.

Check Status or Disconnect: You can use the VPN icon in the system

tray in the lower right

23
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Macintosh Telecommuting

NIEHS Desktop support offers some Telecommuting information at this URL:
http://www.niehs.nih.gov/Isp/userguid/telecom/mac/home.htm

Timbuktu Pro

Timbuktu Pro Objectives:
The telecommuter will be able to:

»= Open Timbuk2 and connect to target computer

» Access programs that are on the office computer
» Open and transfer file between computers

» Connect to office printer

Open Timbuktu Pro

Method 1:

1. Double click the desktop short cut.

st o Alri]

Macintosh

Method 2

1. From the Apple icon —%_ in upper left select Timbuktu Pro.

Open Connection

After starting the program, the main window will appear

Note: If the New Connection window is not visible, from the File menu choose
New Connection.

5] T e ermarien ||
1. Activate the Address Books tab. e S
Vor ) mi e By |
2. Select the Personal Address Book
3. Click Open.
=] =1
24 o !
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This opens the Personal Address Book

4. Double click on the connection o Fersonsl Adress Baok mE|
profile you wish to open. e g = L B LT |
TLEmP
frdmr vt 100 7 el Pl o ol el w1 1 B
e R T g el e
The log on window | 1P adruns ueee |

The log on window will appear. This window determines how you will connect
with the target computer

Decide which method: Ask Permission or Trusted.
Ask Permission

If you choose Ask Permission, you must wait for the person at the target
computer to give you permission to access the computer

Canrrwl Tarpes S pates ok

) hat for Barminsian
A Truéed Yiafar

Hire A J
Purwerd | sasssssaasnsss| []hl o Ccimin

L P I T |

Macintosh

While waiting you will see a window similar to this:

Once the target computer allows access, the Timbuktu desktop window appears.

25
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Timbuktu Desktop

FlfF 100 WFlER lereas Willowm T HHp

o m_ [

|
: -
|
g
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E
|
=1

Macintosh

Trusted/Registered user

For the trusted choice you will be asked for a user name and password.

Contiel Tiargosl S it sk

i
hdnk e Perreasins
B Trminl nisder

e [ ]

Fyrpewed. '—II [0 et 1 e &
H|:r|r-nr|||u-n|| [
Macintosh

Once you have accessed the machine, a window will appear showing the
Timbuktu desktop of the target machine.

26
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Timbuktu Desktop

o m_ [

|
: -
|
g
|
E
|
=1

Macintosh

Within this new desktop you can operate the office computer (target computer)
the same way you operate it when physically at the office

27
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Actions available with Timbuktu Pro

Action buttons
The following actions are activated by buttons: control, look and exchange.

0 =

Ll sermt I! .
8 Eachange Mac: Action buttons

located on separate
toolbar, either
vertical (as pictured)
or horizontal

Macintosh

Note: Macintosh users, if the buttons are not visible, from the Windows menu
choose Show Button Bar.

How much access?

Control  allows you to move the cursor and perform regular actions on the
office computer

Look allows you to see everything on the Office computer, but you
cannot perform any action.

Exchange Transfer files from one computer to another.

r i bk g B e e Correyien 512
Moo mv ey coapnbe I BeCP FYETR B
Py Eam—n

~~—1. Navigate to find the
file(s) and folder(s).

2. Select the file in either
window and click Copy

Macintosh

28
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Macintosh only:  Buttons available on desktop window.

Toggle between Control/look

Take a snap shot of the desktop screen

Record a QuickTime video

Toggle between scrolling with cursor and
regular scroll bars to the right and bottom.

Toggle between showing a section of the desktop
in the viewing window or the entire desktop.

Printing.

Print document from within the Timbuktu desktop exactly as you would if you
were in the office. The chosen printer at the office prints the document.

You can change the printer choice using the usual method within the Timbuktu
desktop.

29
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Using Netlock VPN

This section shows you how to connect your Macintosh from a network
connection outside of NIEHS into the NIEHS network. Once a VPN connection is
made, you will have the same access to NIEHS network services that you have
on campus.

Note: Using Netlock VPN software requires an active network connection. If you
use a dial-up connection or other non-continuous network connection, you must
start the connection before launching the Netlock VPN Client. You also need
Remote Access Approval to connect to the NIEHS network from outside.

30

Starting a VPN session

1. Click on the Netlock icon near the right end of the menubar at the top of

2.

the screen. Choose Netlock Cisco Client from the menu that drops down
from it. (There is a similar icon in your Control Strip - use either one.)

3 04 PM
About Metlock...

Metlock Cisco Client .

Connection Status Macintozh HD

Preferences
Help

dbout Netlock...

Metlock Cizco Client

Connection Status
Preferences
Help

7
- Or -
This will launch your default web browser (Internet Explorer or Netscape).
Netlock VPN uses the web browser for all its controls.

Note: If you get an error message and the Netlock client page does not
appear, it may be because you have firewall software installed on your
Mac that is blocking communication with the VPN server. You need to
disable this software or preferably configure it so that is does not block
port 9161.

When the Netlock VPN Client for Cisco page appears, click on the
Connect button.
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&) 7 Netiock VPN Cbent for Osce
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Conmection Descriplion

‘,_E,’ RIEHS WER Corrpckion

netiock 1P Address of Remaote Server:

157.98.128.4
lﬁﬂ
i
]

&hout | Main | Status | Prefz | Help | Show Logfie

R T J -
3. The Netlock software will connect to the NIEHS Cisco VPN server...
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(2] The Cormpader Supror Howa Fage | 2) Dapboben Clmrd el g lics Fagn
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Securing the Enterprise

H-tlm:k VPN Client for Cisco

hﬁ' .‘?‘, Sl-atue: Monitor
Login Requested...
B/ -

about | Man | Stafus | Prefs | Helo | Show Loglie

Ummag . Amgigl . daimen) |

| Bisconnect| [ Retress |

4. ...and display a User Authentication page. Enter your NIEHS Username
and Password, then click on the OK button. (Your password must be
entered in the correct case.)
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[&] () Mntleck VN Client for Cison Local Uer Authe,- =
4 e i & & = e
S Ferwwrd = Enfreak Hersr L] Frmt Hel
m-::;;-mp FEUTTON RS S
173 The Compater Support Hors Page | Deritog Clend nfrmivion Figs »
4l
i -  Sectring the Enterprise
B The remote peer requires additional user

| A4 authentication to authorze this connection,

A
1V Username; [marshans
Password: |E ]

. =

metlock

[IRPEt S LA

e R

!h’l-rrlill:'lﬂ- I
5. A Negotiation in Progress page appears while your password is being
checked. If authentication is successful, a small notification window is
displayed telling you that a secure session has been established.

O
e Secure session established with Concentrator at
[Hi 157.98.128.4

The browser window will also change to show the Netlock VPN Client for
Cisco Monitor page. This window confirms that your VPN connection is
active and shows some information about the connection. Most of this
informaton will be of no interest to you, but at some point you may want to
know your virtual IP address. This is the NIEHS address your Mac is using
during the VPN session. You will receive a new address for each session.
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Now that a VPN session is active, your Mac is effectively part of the
NIEHS network and you have the same access to NIEHS network
services that you have with your on-campus Mac. The VPN session will
remain active until you disconnect it or until it has been idle for at least one
hour.

A side effect of being part of the NIEHS network is that you may lose
access to services on your own local network. If you use TCP/IP
networking to connect to a local printer, file server, or other service, you
won't be able to use it while you are logged onto VPN unless that service
is accessible from NIEHS. This is really the "flip side" of the problem that
VPN solves. To regain access to local network services, you will need to
disconnect from VPN. Please note that this will not affect printers, hard
drives, scanners, etc., that are connected via USB or FireWire.

There’s no need to leave the Netlock VPN Client Monitor page displayed.
You can close the web browser window or use it to visit other web sites as
you would normally do. You can get back to the Netlock window any time
from the Netlock menu.
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Disconnecting the VPN session

1. When you are ready to end your VPN session, just click on the Netlock
menu as you did in before and choose Netlock Cisco Client. The Netlock
VPN Client for Cisco Monitor page will appear again in the web browser
window. Click the Disconnect button.

[a] () Metlock VPH Client for Cisco Monitor B
4 ¢ X © & P & © =)
Bk Firwid Gl Refrish Hofres = AlEil Prind Fad -

EETSRNRM (T raty 1T OO R S b ogl
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s SEciring the Enterprises

Metlock VPN Client for Cisco
Status Monitor

" i asang I.

NIEHSE
Cwraton: 0 00: 14:43

Bytas InsOwrt: 1124204
I{H) Framed InOut: 203
| Encryptian: 30ES
netlock Authentication: MDS
Comprasson: O
Lifetima: O=:00:00
P Seva: 1
Chant 1P Address: 187 0B.202.4
Concentrator 1P Address: 157.98,.128.4
Primary DMNS: 157.96.8.8
Secondary DNS: 167.98.8.7
Protectad Network: 0.0.0.0/0.0.000

i, haogul

A may

japoy abog . yoeqdung .

[rfa: Thes = & U, 5. Gowermment computer systam, which may be
accessed and wsad only for authorzed governmeant use by
autharized personnel. Unauthonzed acess2 ar use of this
comguter system may subpact violators ta criming, civil, and/or
administrative action, Access ar the use of this computer
system, whether autharized or unauthonzad, constitutes
consent to these terms. Thera is no right of pivacy in this
systam,

[pisconnect| [Befresh |
X

2. When the session has disconnected, a small notification window is
displayed telling you that the Security Association has been deleted.
That’'s another way of saying the session has ended.

[
o Security Association with Concentrator at
[Hi 157.98.1238 .4 has been deleted
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Changing the VPN Group Password
You may at some point be notified that the VPN Group Password has
changed. To learn how to change this in your configuration, see Changing
the VPN Group Password.

A special warning about using Outlook

You can use Microsoft Outlook with VPN, but you must remember to follow these
two rules:

« Always start Outlook after beginning the VPN session.
« Always quit Outlook before ending the VPN session.

The reason for this is that Outlook needs to be connected to the
Exchange server full time, and it will hang the Mac if it loses this
connection. Since Outlook uses the VPN IP address, ending the VPN
session breaks Outlook’s connection, and your Mac will freeze.
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Citrix Objectives
The telecommuter will be able to:

. Log on and off a Citrix session

. Navigate the Network Neighborhood to locate your office computer or a
server

. Navigate and identify drives, files and documents on your office computer or
server

. Use the standard programs included in the Citrix environment to locate,
open, modify, create or save a file.

. Transfer files between the office PC and telecommuting PC
. Print a document to the local computer

What is a Citrix Session?

We begin with a physical separation between two computers

A
\ 4

Telecommuting

Problem:

d. Slow
e. Must work with separate versions of document on each computer
f. No advantage of central storage.
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Citrix server

Solution:

Citrix
Desktop

Telecommuting Office

The Citrix Server has its own desktop it will assign to you.

When you log on from either location the Citrix server will show you this desktop.

Citrix server

Citrix
Desktop

Telecommuting Office

Here is an example of what a Citrix session looks like.

The Citrix Window
appears on your desktop.

The Citrix server creates this
desktop. It is not your office
computer nor is it the
telecommuting computer

This Citrix server remembers you and
allows you to customize the desktop.

e IATEREEER C o e
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Limited Programs

The programs available are what the Citrix session provides. This is not the
same as what you have on your telecommuting or office computer.

Advantage:

38

When telecommuting it is faster than running the program directly from
your office computer

Log on and off a Citrix session

Making the connection

1. Establish a connection to the Internet.
2. Locate and open the Connection files folder that you dragged to the

Mac’s desktop. This folder contains several connection files that have
been preconfigured to connect to NIEHS or NIH services.

. Start by connecting to the Citrix Desktop. Double click on the file named

Citrix Desktop - fullscreen. This connects to the Citrix server at NIEHS
and displays a Windows desktop. You may receive a message from
Norton AntiVirus as the Citrix software writes a temporary file to the hard
drive. This is normal. Click the Remember button and expect to see these
messages when you use Citrix.

. When the Citrix window opens, the first thing you see as the desktop

comes up is the standard security Notice to Users. Click the OK button to
continue.

. Next, you see a Windows log on window. Enter your NIEHS User name

and Password in the fields provided. Remember that your password must
be entered in the correct case.
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~ Citrix Desktop

Log On bo Windows

Basilt o WT Tacl'nculcul.:.';.-

Microsaoft
Cogyright @ 1935- 1555

Plrogoft Comporation

oK cancel |

Once you have logged on successfully, the Windows desktop appears.
This is "your" desktop in the sense that settings you make, bookmarks or
favorites you save, etc., while you are logged in will be available again the
next time you log in. It does not, however, use any settings from your
Macintosh.

Window sizes

The preceding instructions had you launch the Citrix Desktop - fullscreen. The
"fullscreen” indicates that the Citrix window use your full Macintosh screen. To
get back to your Macintosh desktop, you can hold down the Control and Option
keys to make the Mac menu bar visible, then choose Finder or another
application from the Application menu.

If your Mac’s screen is large enough, you may find it more convenient to use the
Citrix Desktop - 800x600. As it's name implies, this gives you a Citrix window
that’s 800 pixels wide and 600 pixels high. If your's Mac’s monitor is set to a
higher resolution than 800x600, such as 832x624 or 1024x768, etc., you can use
the Citrix Desktop - 800x600 connection file. This will make the Citrix desktop
appear in it's own separate window. You can find your Mac’s monitor setting by
opening the Monitors control panel.

Mouse buttons and Key mapping in Citrix

Using a Windows desktop occasionally requires a right mouse button or some
keys that you don’t have on your Mac keyboard. Citrix provides a way to get
around this.

« To generate a right mouse button or "right click", hold down the Option
key and click the mouse or, just press the = (equals) key above the
numeric keypad.

To generate an Alt key, press the Mac’s Command key.

« To generate an Insert key, press the 0 (zero) key on the numeric keypad

(num lock must be OFF for this to work). Note that most Macintosh
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keyboards don’'t show you whether num lock is on or off, so you may have
to guess. Num lock will be OFF when you begin a Citrix session.

Getting your Email

You can run Outlook inside the Citrix window to access your NIEHS email
account. This is very similar to using Outlook on your Mac at work except
that you won’t have access to your personal folders. This is because
personal folders are stored on your Mac’s hard drive while your Inbox,
Calendar, Contacts, etc., are stored on the Exchange server.

. To start Outlook, double click on the Microsoft Outlook icon on the Citrix

desktop. As Outlook opens, you may see a User Name window that asks
for your name and initials. You should enter your full name here, not your
user ID, and your initials. Click the OK button when you're finished.

T ]|

Please enter your Full name and initials below. This
infarmation will be used in Office workgroup Features,

Mame: | Jchn Marshall
tratigts: |

This is used in the Microsoft Office registration for Outlook as well as
Word, Excel, etc. You should only have to enter this information the first
time you use Outlook.

. The Outlook window opens. Its appearance and operation are very similar

to Outlook on the Macintosh. To exit Outlook, click the "X" icon in the
upper right corner of the Outlook window or click on Outlook’s File menu
and choose Exit and Log Off.



Macintosh Telecommuting

~ Citrix Desktop - BOMGO0

= Inbox - Microsoft Outhook

WL | Fle Edt View Favorites Took fictions Help

Alfred C... 8th Annial Joha Diggs Lecture Thu 7/11/...
Ciden K... Consistency in MIEHS Polcy Thu 7A1L[2..,
Little Fr.., ‘Water Conservation Measures Thu 7/11J2..
Cozart.P... July Issue of Conmections fvailable wied 7/10/...
Rimy Janet Temporary Fove from B2 Wed 7/10/...

- : [ = . e S P

Frome:  Olden Kenneth To: %% NIEHS - All (Restricted)
Subject:  Consistency in MIEHS Poicy  Cc:

There 1= conniderable emphasis at the Department refabive to a “one-HHS"
approach to communicatons,  For this reason, I'm talang this opportunity to
remind each of you of the need for a simalar level of consistency wathn WNIEHS
{ |[You may find yourselves on occasion discussing INIEHS policy, plans, and

Microsoft
Cthook

Accessing and Saving files

1.

2.

=

In the Citrix Desktop window, double click on My Computer. This shows

all the mapped drives in your Citrix session. to provide access back to
your Macintosh, Citrix maps the A:, B:, C: drives to your Mac’s Floppy
drive, CD or DVD drive, and Hard Drive, respectively.

= (itrix Desktop
= My Computer = =l

J File Edit iew Faworites Tools  Help |

J dmEack - mp | e T
Mac CO or OUD 57 . |
o

J Address I@l My Compuker N, [

L?g = L:ac Fluppgﬁ@= E

e &% on 'Client'  B% on 'Client’
My Computer {Ai) (B:}

Seleck an iker : =
deseription. | ™Mac Hard Drive—p-=5)

LCisplays the files and Folders on C$on 'Client’  Control Panel
vaur compuker - (i)

|4 objeck(s) | My Computer i

>

Inside the My Computer window, double click on C$ on ’client’ (C:). This
opens a window displaying the contents of your Mac’s startup Hard Drive.

You will probably find this the most useful of the mapped drives.
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You can use the C: drive to open files directly from your Mac Hard Drive in
applications you use in the Citrix session and you can also save files from
applications in Citrix back to your Hard Drive.

Since the Citrix session functions like any other Windows PC logged into the
NIEHS network, you can also use My Network Places to access NIEHS file
servers such as Catoe or the DIRPCSVR.

What you can’t do is access files directly from your Macintosh at NIEHS. To get
around this, you can bring files home on a removeable drive or save them to a

Windows file server like Catoe or the DIRPCSVR so you can get to them from
Citrix.

Quitting a Citrix session

1. When you are ready to leave a Citrix session, click on the Start menu in
the bottom left corner of the Citrix window and choose Shut Down.

E i
E
£
:

; ql Shut Diowrni. .

Mstart | [ & 53 ||

2. A window named Shut Down Windows appears. In the field labeled
"What do you want the computer to do?" you should see Log off (userid).

If you don't, click on the drop-down menu at the right end of the field and
choose Log off (userid), then click the OK button to quit the session.

Shut Down Windows E |
g’; ‘what do you want the computer bo do?

I 0g off marshal3

E

Enids your session, keaving the computer running on
Full powes.

o] oms | ue |

Note that a Citrix session will automatically shutdown if it is left idle for
more than 30 minutes.
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Printing a Document

Print at present location

In the Citrix session, the default printer of the computer you are using will
become the default printer.

Within all applications on Citrix, use the regular method for printing.

The print window will show you all the printers that you have available on the
computer you are presently using.

For this to work properly, you must have a PostScript printer. Most laser printers
meet this requirement, but most inkjet printers do not and will not print properly
from Citrix






Appendix A

Check list for Telecommuting
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Have Citrix and/or Timbuktu installed and configured on your
telecommuting and office computer

Name of Office Computer

Path to Office Computer on Network

What to type in RUN window to reach office machine

Name of Telecommuting computer

Identify the drives on your Telecommuting computer. (you may leave

some blank)
A: _Floppy Drive C: _Hard drive
D: E:
F: G:
U: Other:

Name of server(s) used

Location of server(s) used

Is File and Printer sharing enabled?
Is the folder shared?

Name of shared folder

Network printer names

Complete list of important URL'’s

Al



